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Disclaimer

The information contained in this document has not been submitted to any formal IBM
test and is distributed on an "AS IS" basis without any warranty either express or
implied. The use of this information or the imﬁlementation of any of these techniques
is a customer responsibility and depends on the customer's ability to evaluate and
integrate them into the operational environment. While each item may have been
reviewed by IBM for accuracy in a specific situation, there is ho guarantee that the
same or similar results will be obtained elsewhere. Customers attempting to adapt
these techniques to their own environments do so at their own risk.

In this document, any references made to an IBM licensed program are not intended to
state or imply that only IBM's licensed program may be used; any functionally
equivalent program may be used instead.

Any performance data contained in this document was determined in a controlled
environment and, therefore, the results which may be obtained in other operating
environments may vary significantly. Users of this document should verify the
applicable data for their specific environments.

It is possible that this material may contain reference to, or information about, IBM
products (machines and programs), programming, or services that are not announced
In your country. Such references or information must not be construed to mean that
IBM intends to announce such IBM products, programming or services in your country.

3 | © 2009 IBM Corporation



IBM Systems and Technology Group

Agenda

= About SSL for zZVM

= Configuring Your SSL Server
= Gathering SSL Status

= Certificate Management

= The “How-To” Section

= References
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About SSL for zVM

“What it is, what it does, where it’s going”
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About SSL for zVM

= SSL was developed by Netscape to provide secure

communications

» (Connection is trusted
- Certificates authenticate identity

> Connection is private
— Cryptographic parameters established during handshake

> Connection is reliable
— Message digest is sent with message

= Standardized by RFC 2246 (Transport Layer
Security - TLS)
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About SSL for zVM

Supported Features

® Support for SSL 3.0, TLS 1.0

® Provides security functions for any server
e SSL for zZVM TCP/IP clients

® Client authentication

® Certificate database management
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About SSL for zZVM

What's Not Supported

= Some forms of hardware encryption
= |[Pv6 Support
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New for zZVM 5.4.0.

= SSL Server operating in a CMS environment
— No need for Linux distributions

— GSKKYMAN for standardized certificate management
- Certificate database maintained in a BFS
— New cipher suites for stronger encryption

— Removal of FIPS 140-2 Support

= Support provided by PTFs for APARs PK65850,
PK73085, PK75268, VM64540, VM64519, and
VM64570.
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Configuring Your SSL Server

For specific steps for server configuration, see:
zVM TCPIP Planning and Customization 5.4.0, Chapter 22

zVM TCPIP LDAP Administration Guide,
Chapter 15
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Configuring Your SSL Server

1. Configure PROFILE TCPIP
— XAUTOLOG statement
— SSLSERVERID userid TIMEOUT seconds

*No need for Admin Port 9999 in zZVM 5.4
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Configuring Your SSL Server

2. Configure DTCPARMS - new tags

— :Admin_ID_List. — indicates which privileged users may
use SSLADMIN for administrative commands

— :Timezone.

— :Mount. — the location of the certificate database in your
BFS environment

« Default is /etc/gskadm/
3. Set up Certificate Database — more on this to follow
4. Start the SSL Server with the VMSSL command
— In DTCPARMS or on the command line
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Configuring Your SSL Server

KEYFILE—/etc/gskadm/Database.kdb— CHESIZE—512 ACHELIFE—24——
e—YMSSL [ |_Cﬁl _| |—C v
KEYF11le—pathname |—C1"'1'EHES1'2:—:—Sizr—:J LCﬂCHELife—haurs—
I—GSﬁTRﬂLCE b I—HAKSESSIUHS—I@Q—
I—GS KTrace—trace mask— AXSESSTons—count—
J AXUSERs—count
——EXEMPT—cipher suite

—EXEMPT—strength_set

—MNOTRace
—MORMa 1 rALL
—TRACe
ODATA— ip address
—CONNections :—port
LDP[TA— ip oddress—:—port—
—F LOW
—EEUG
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Configuring Your SSL Server

High Medium Low None
3DES 168 _SHA RC4_128 SHA RC2_40 _MD5 NULL
DH_DSS 3DES RC4 128 MD5 RC4 40 _MD5 NULL_SHA
DH_RSA 3DES RSA AES 128 DES 56 _SHA NULL_MD5
DHE_DSS 3DES DH_DSS AES 128 DH_DSS DES
DHE_RSA 3DES DH RSA AES 128 DH_RSA DES
RSA AES 256 DHE DSS AES 128 | DHE DSS DES
DH_DSS AES 256 DHE_RSA_ AES 128 | DHE_RSA DES

DH_RSA_AES_256
DHE_DSS_AES_256
DHE_RSA_AES_256

Note 1: Cipher suites can be exempted from processing based on either
cipher name or by cipher strength, per below — but not both.

Note 2: Exempting by strength automatically exempts a lower strength!
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VM TCP/IP Netstat Level 540 TCP/IP Server Name: TCPIP10

Active IPv4 Transmission Blocks:

Conn Local Socket Foreign Socket

FTPSRV10 1006 ®, ®, , % Listen
SMTP10 1005 ®, ®, , * Listen
SMTP10 UDP ®_, 1C L UDP
INTCLIEN 1003 *_ . TELNET ® % Listen
INTCLIEN 1004 *,,1123 ®, , % Listen
SSLSRV1O 1000 127.0.0.1..1024 ®, % Listen
SSLSRV10 1001 127.0.0.1..1024 127.0.0.1. 1823 Established
SSLSRV10 1002 *_, 1026 ® % Listen

Active IPv6 Transmission Blocks: Mone

Ready; T=0.01/0.01 03:07:18

Note: Three connections should appear at SSLSERYV start-up, to indicate
communication with the TCPIP stack.
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Gathering SSL Status

“It’s up and running; now what?”

16 | © 2009 IBM Corporation



17

IBM Systems and Technology Group

Gathering SSL Status
SSLADMIN comman

UERY STATUS
55 LADMIN

: : Command _I operands
l—di agnosti c_apJ

L{—TEF‘—us Erid_l__,l_
)

— Privileged command ( :Admin_ID_list. )

— Reports information on SSL server status and
connections

— Used to enable tracing and retrieve log files
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Gathering SSL Status
SSLADMIN QUERY STATUS
Esladmin

PDTCSSL24041 Sending command to server SSLSRV1O0

aximum number of sessions: 100

umber of active sessions: 0

ipher suites included : RC4_128 SHA RC4_128 MD5 3DES_168 SHA RC2_ 128 MD5
HC4_40_MD5 RC2 _40_MD5 NULL_SHA NULL_MD5 NULL DH_DSS_DES DH_DSS_3DES DH_RS
H_DES DH_RSA_3DES DHE_DSS_DES DHE_RSA_DES DHE_RSA_3DES RSA_ARES_128 DH_DSS_
HES 128 DH_RSA_AES_128 DHE_DSS AES 128 RSA_AES 256 DH_DSS_AES 256 DH_RSA_AE
5 256 DHE_DSS_RES_256 DHE_RSA_AES_256

ipher suites exempted : DES_56_SHA DHE_DSS_3DES DHE_RSA_ARES_128

race Settings:

Normal: OFF

Connections: OFF

Flow: ON

Address: 255.255.255.255:0
Connection: O

Ready; T=0.01/0.01 03:28:43
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Gathering SSL Status

SSLADMIN command

CLOSECON/ LOG
HELP

QUERY Status
QUERY Cache
QUERY Sessions

RESTART
REFRESH
STOP
SYSTEM

TRACE / NOTRACE

retrieves console log
displays help information
returns general server data
returns cache data

returns data on active secure
sessions

quiesces and re-IPL’s SSL server
reaccess certificate database
stops the SSL server

used to issue CP or CMS
command

enables / disables tracing
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Gathering SSL Status

Tracing
— Configured at start-up through DTCPARMS or VMSSL
— (Can be turned on/off with SSLADMIN:

ee—55Ladmin

L 3

—MORMal —ALL
»——TRACE >

I—NGDPLTA— —ip address

—CONNections —:—port
I—DATA— —ip address—:—port—

—F LOW —connection number——

—[EEBUG

—NOTRACE
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Gathering SSL Status
Tracing — SSLADMIN options

— Normal: records successful connections

« All: indicates tracing for all incoming connections

« This can be delinated by an ip address, port number or
connection number

— Connections: records state changes and handshake
results.

« Data: displays the first 20 bytes of send/receive entries
 NoData
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Gathering SSL Status
Tracing — SSLADMIN options

— Flow: traces the flow of control and system activity

— Debug: extensive tracing for all control and system
activities as well as data on ALL connections

« Usage note: both Trace Flow and Trace Debug generate
a lot of data; this not only causes major performance
impact but will fill up spool space more quickly.

— NoTrace: turns off all tracing.
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Gathering SSL Status
Example: TRACE FLOW ALL

Qoo1 PEEK AB V 133 Trunc=133 Size=2102 Line=1979 Col=1 Alt=0
File (none) (none) from SSLSRV10 at GDLGCT2 Format is CONSOLE.
03:05:17 Info setupToDo ended; t: 3DA70028
03:05:17 Info fillToDoStr() started
03:05:17 Info fillToDoStr () ended
03:05:17 Admin CQshowAToDo () started
03:05:17 Admin displaySockSSL () started
03:05:17 Admin displaySockSSL ()

03:05:17 Admin fromIP; 8.8.0.8:8 Len: O ConNum: B0 Z;""""""""
03:05:17 Admin tolP: 0.0.0.0:0 Fam: 2 Tcb: O Lbl:""""""""
03:05:17 Admin origTCBptr: 0O

03:05:17 Admin displaySockSSL () ended

03:05:17 Admin CQshowAToDo () ended

03:05:17 Info placeIlnToDoList () started

03:05:17 Info placeIlnToDoList () ended

03:05:17 Info signallorker () started

03:05:17 Info signallorker () ended

63:85:17 2 getFirstToDo() started; ToDolList: 3DA70028
03:05:17 Info adkQueryAns (] ended
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Certificate Management
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Certificate Management

About gskkyman

25 |

First available in zZVM 5.3.0. — LDAP server
Came to zZVM by way of zOS
Manages databases stored in a Byte-File System

SSL Servers and LDAP Servers can share databases
and certificates

GSKADMIN userid created to manage gskkyman
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Accessing gskkyman
1. Log onto GSKADMIN (or other configured id)
2. >> gskkyman

Database Menu

Create neuw database

Open database

Change database password
Change database record length
Delete database

Create key parameter file

= & N = W M =

Display certificate file (Binary or Base64 ASN.1 DER)

@ - Exit progranm

Enter option number:




Certificate Management

Creating a new certificate database

— From starting menu, select option 1:

Enter option number:
1

Enter key database name (press ENTER to return to menu):
TemporaryDB . kdb
Enter database password (press ENTER to return to menu):

Re-enter database password.




Certificate Management

Creating a new certificate database

Enter password expiration in days (press ENTER for no expiration):
365

Enter database record length (press ENTER to use 5000):

Key database /var/ssl/TemporaryDB.kdb created.

Press ENTER to continue.




Certificate Management

Key Management Menu

Database: /var/ssl/TemporaryDB.kdb
Expiration: 2009/09/30 01:19:48

Manage keys and certificates

Manage certificates

Manage certificate requests

Create new certificate request

Receive requested certificate or a renewal certificate
Create a self-signed certificate
Import a certificate

Import a certificate and a private key
Show the default key

Store database password

Show database record length

=] O U = W k=

8
9
¢!
1

— =

@ - Exit program

Enter option number (press ENTER to return to previous menu):




St
Certificate Management

Opening a Certificate Database
— 2. Open Database

ey database (press ENTER to return to menu):
Database.kdb

Enter database password (press ENTER to return to menu):

—  GSKADMIN automatically mounts and accesses the
database’s directory

— Database should be located at mount point

—  May require manual configuration if not using the
defaults




Certificate Management

Key Management Menu

Database: /var/ssl/Database.kdb
Expiration: None

Manage keys and certificates

Manage certificates

Manage certificate requests

Create new certificate request

Receive requested certificate or a renewal certificate
Create a self-signed certificate
Import a certificate

Import a certificate and a private key
Show the default key

Store database password

Show database record length

= D W o~ WU Wk

S —

@ - Exit program

Enter option number (press ENTER to return to previous menu):




Certificate Management
Database permissions

Directory = '/var/ssl’
User ID Group Mame Permissions Type Path name component
gskadmin  ssl rw- r-- r-- F 'rsadf96.arm’
gskadmin  ssl ru- 'rsad096s.arm’
gskadmin  ssl ru- "tcpipBb.arm’
gskadmin  ssl ru- "tcpipBbs.arm’
gskadmin  ssl ru- "tcpip99s.arm’
gskadmin  ssl ru- "testcert.arm’
gskadmin  ssl ru- "Database.kdb’
gskadmin  ssl ru- 'Database.rdb’
gskadmin  ssl ru- 'Database.sth’
gskadmin  ssl ru- "MacTest . kdb’
gskadmin  ssl ru- "MacTest.rdb’
gskadmin  ssl ru- "MacTest.sth’
gskadmin  ssl ru- "TemporaryDB.kdb’
gskadmin  ssl ru- "TemporaryDB.rdb’
gskadmin  ssl ru- '2kselfc.arm’
gskadmin  ssl ru- '2ktelnet.arm’
gskadmin  ssl FrWw- r-- r-- "dktelnet.arm’
GSKADMIN. .Ready; T7=0.01/0.01 21:27:

M ™ T T

m ™ ™

= e e e A e |

Cad
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Certificate Management

Database permissions
— Changes made with BFS commands (openvm)

— openvm permit Database.kdb rw- r-- --- (replace

« Executes against specified file
« Grants read, write and/or execute authority

« Upon creating a new database, permissions should be
adjusted for <name>.kdb, <name>.rdb and <name>.sth
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Certificate Management

Importing certificates

Certificates can be imported into the certificate
database through gskkyman.

First, place certificate file in appropriate BFS directory

« Without key: tlslabel.arm
« With key: tlslabel.p12 (PKCS #12 format)

Access gskkyman:.

1. Manage keys and certificates
/. Import a certificate

© 2009 IBM Corporation
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Importing certificates

Enter import file name (press ENTER to return to menu):
tcpipBbs.arnm

Enter label (press ENTER to return to menu):
SSLTSTO1

Certificate imported.

Press ENTER to continue.




Certificate Management

Label:

Record ID:

Issuer Record ID:
Trusted:

Version:

Serial number:
Issuer name:

Subject name:

Certificate Information

SSLTSTO1

28

27

Yes

3

4869305300072864

CA certificate for TCPIP Development Usage
SSL Development

TCPIP Development

Endicott

NY

Us

Server certificate for TCPIPOB system
TCPIP Development

SSL development

Endicott

NY

Us
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The “How To” Section

Wherein we answer all those other questions!

37 | © 2009 IBM Corporation



IBM Systems and Technology Group

How to Designate a Secure Port

= Explicit (“static”) SSL
= Establish a permanently secure port for secure connectivity
= Standardized in RFC 2228
= PROFILE TCPIP: PORT statement

PORT
21 TCP FTPSERV SECURE tlslabel

= Tlslabel — name of certificate in database (max. of eight characters)
= Can use port ranges instead of a single port
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How to Set Up zVM Applications for SSL

= Configuration File Updates
> TN3270: INTERNALCLIENTPARMS (in PROFILE TCPIP)
~ SECURECONNECTION
- TLSLABEL

> FTP: SRVRFTP CONFIG (server); FTP DATA (client)
- PASSIVEPORTRANGE
- SECURECONTROL, SECUREDATA
- TLSLABEL

» SMTP: SMTP CONFIG
— TLS Statement
- TLSLABEL
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How to Change Set-up Dynamically

= zVM Applications support SMSG
= SMSG FTPSERV QUERY SECURE
= SMSG FTPSERV SECURE CONTROL REQUIRED
= SMSG SMTP TLS NEVER

= zZVM Telnet — NETSTAT OBEY / OBEYFILE
= Adjust INTERNALCLIENTPARMS

= SSL Server

= Operating parameters (DTCPARMS) cannot be dynamically
changed

= Certificate database changes can be seen by issuing SSLADMIN
REFRESH from GSKADMIN (or another authorized userid).
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How to Configure non-VM Clients for SSL

A bit about non-VM clients

e Clients have varying options and capabilities

® Most will refer to explicit SSL as “SSL” and implicit as
“TLS”

® All require a certificate from the database stored locally

Example clients

e Telnet: PComm 5.9 supports both explicit and implicit SSL
e FTP: CoreFTP, Filezilla, Attachmate, Bluezone

e SMTP: Eudora v7.0.1.0 for TLS
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How to Configure non-VM Clients for SSL

= PComm 5.9
= Explicit SSL

Telnet3270 - tq

g
Host Definition | Automatic Host Location  Security Setup | Printer Association

v Enable Securty
[~ Telnetnegotiated
— Security Package
&' |BM Global Security Kit (GSKit) Advanced...
" Microsoft CryptaAP] {MSCAPI)

— Security Protocol

|SSL anly R

I Enable FIFS Maode [TLS Protocol only)

— Server Authentication
[ Check for Server Name and Certfficate Name Match

—Cliert Authentication
[~ Send Personal Centfficate to Server f it is Requested

— Certifizate 5 electian

" Send Perzonal Certificate Trusted by Senver
" Send Personal Cetificate Bazed on Key Uszage

Fey zage |

% Select or Prompt for Perzonal Client Certificate

Select now |

ok | ceest | sp | Hep |
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How to Configure non-VM Clients for SSL

= PComm 5.9 Telnet3270 X
= |mplicit SSL

Host Definition I Automatic Host Locatio& Security Setup |

¥ Enzble Securty
W Telnet-negotiated
— Security Package
¥ |BM Global Securty Kit (G5KL) Advanced...
" Microsoft CryptoAP| (MSCAPI)

— Security Protocol

[TLs |

[T Erable FIPS Mode (TLS Protocal only)

— Server Authentication
[~ Check for Server Name and Cerfficate Name Match

—Client Authentication
[T Send Personal Cerificate to Server f it is Requested

— Certficate Selechon

{¥ Send Personal Certificate Trusted by Senver
" Send Personal Certificate Baszed on ey Usage

f.ew Uzage |

€ Select or Prompt for Personal Client Certificate

Select now |

ok | caned | ipe | Hep |
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How to Be Your Own Certificate Authority

e Certificate Authorities — traditionally, third-parties who
provided assurance that your certificates and keys are
secure.

e With zZVM 5.4 and the use of gskkyman, you can be your
own Certificate Authority

® Allows a sysadmin to bypass going to places like Thawte
or Verisign to answer certificate requests ... and having to
pay money for the privilege.

® Process involves several steps

TCPIP LDAP Administrator’s Guide, Chapter 15
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How to Be Your Own Certificate Authority

Cetificate Authority (System A)

Server or Client (System B)

Step 1 - Create a key database

Create a key database using the gskkyman command:

* From the Database Menu, select option 1 - Create
new database

See [‘Creating, Opening and Deleting a Key Database]

Create a key database using the gskkyman command:

* From the Database Menu, select option 1 - Create
new database

See|"Creating, Opening and Deleting a Key Database|

File” on page 203|for details.

[File” on page 203|for details.

Step 2 - Create a Root Certificate Authority cettificate

Create a Certificate Authority certificate:

* From the Key Management Menu, select option 6 -
Create a self-signed certificate

* From the Certificate Type menu, select one of the CA
values for your ceriificate type

See [‘Creating a Seli-Signed Server or Client Certificate’]

on page 208|for details.

No action required.

Step 3 - Create a cettificate request

Mo action required.

Create a ceriificate request:

*+ From the Key Management Menu, select option 4 -
Create new cerificate request

* From the Cetificate Type menu, select ocne of the
ceriificate types

See|"Creating a Certificate Request’ on page 21 1|fr.:-r
details.
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How to Be Your Own Certificate Authority

Step 4 - Send the certificate request to the CA

No action required. Send the certificate request to the CA:. See[*Sending the|
|Certificate Request” on page 217.|

Step 5 - Sign the certificate request

To sign the certificate request, the gskkyman command
must be issued using command-line options (see
“GSKKYMAN Command Line Mode Syntax” on page 23':’]
for a description of the options). The gskkyman
command must be issued with the following parameters:

gskkyman -g -x num-of-valid-days
-cr certificate-request-file-name
-ct signed-certificate-file-name
-k CA-key-database-file-name

-1 label
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How to Be Your Own

Certificate Authority

Step 6 - Send the signed CA cerificate and the newly signed certificate to the requestor

Export the signed CA certificate (created in Step 2) to a
Base64 file (DER or PKCS #7) See ['Copying a Certificate)|
Without its Private Key” on page 222.[Send (for example,

without its private key ftp) the Base6g4 file and the newly
signed certificate (created in Step 4) to the requestor.

No action required.

Step 7 - Import the CA certificate

Mo action required.

Import the CA certificate. See["Importing a Certificate]
lirom a File as a Trusted CA Certificate” on page 231

Step 8 - Receive the signed certificate

Mo action required.

Receive the signed certificate. See ['Receiving the Signed|
|Certificate or Renewal Certificate” on page 217 |

Note: Depending upon the SSL application, you may
need to either send the CA certificate to the client, or the
server application may actually present the cerificate to
the client for them during SSL session setup.
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Questions?

(references on next slide)
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References

= SSL web page

>

= Author: Brian Hugenbruch ( )

>

> Acknowledgements

> Will Roden Jr (retired), Mark Cibula and Alan Altmark:
IBM Endicott Programming Lab

49 | © 2009 IBM Corporation



IBM Systems and Technology Group

Bonus Features

... because not everything fits inside
the main presentation.
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Service

zVM 5.4.0

« PK65850/PK73085 (UK40952)
« PK75268 (UK41626)

« VM64540 (UM32541)

« VM64569 (UM32592)

« VM64570 (UM32594)

zVM 5.3.0

e PK52298 — connection constraint relief for SSLSERV
e SLES 9 SP3 and RHEL4 — 64-bit only

e PK53928 — related SSLADMIN changes

e PK53932 — related TCPIP changes
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Linux Support in zVM 5.2 and 5.3

= SUSE
»SLES 8 31 bit - 5.2.0. only
»SLES 9 31 bit
»SLES 9 64 bit

* Red Hat Enterprise
>»AS3 31 bit - 5.2.0. only
>»AS3 64 bit - 5.2.0. only
> AS4 31 bit
> AS4 64 bit
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Example: a Secure Handshake (1)

Client Stack SS Stack Server
(1) Connect (secure port) ----->
D Accept
Connect ----------------- >
D — Accept
(2) Client Hello ------------------- >
S — Server Hello
S — Certificate
D — Hello Done
Key Exchange ---------------- >
Chg Cipher -------------------- >
Finished ---------------mmmoo- >
e Chg Cipher Spec
S — Finished
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Example: a Secure Handshake (2)

Client Stack SS Stack Server

Send -- decrypted data -
<---- unencrypted data --- Send
<----- encrypted data ---- Send

(4) Close ------==-===mmmmmmmmmmm e eeeee >
Close ----------=-=-mmmmmmmee >
Qmmmmmmmm e Close
Qmmmmmmm e Close
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